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Abstract

Large Language Models (LLMs) offer numerous benefits, but they also pose threats, such as cybercriminals
creating fake, convincing content such as phishing emails. LLMs are more convenient for criminals than
handcrafting, making phishing campaigns more likely and more widespread in the future. To combat
these attacks, detecting whether an email is generated by LLMs is critical. However, previous attempts
have resulted in solutions that are uninterpretable and resource-intensive due to their complexity. This
results in warning dialogs that do not adequately protect users. This work aims to address this problem
using traditional, lightweight machine learning models that are easy to interpret and require fewer
computational resources. This approach allows users to understand why an email is Al-generated,
improving their decision-making in the case of phishing emails. This study has shown that logistic
regression can achieve excellent performance in detecting emails generated by LLMs, while still providing
the transparency needed to provide useful explanations to users.
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1. Introduction

In an era marked by the proliferation of digital communication channels, phishing attacks
are a growing concern for individuals, enterprises, and organizations [1]. Phishing is a cyber-
attack in which malicious users deceive to steal sensitive information, such as passwords,
financial details, and personal data. In recent years, this attack escalated with the introduction
of Large Language Models (LLMs) designed as a ‘black hat’ alternative to traditional GPT
models, allowing hackers to automate phishing and other malicious cyber-attacks, operating
without ethical limits or restrictions. Such LLMs are highly successful since they aid attackers
in generating highly convincing, tailored, and contextually relevant text, making it even more
challenging to distinguish between legitimate content and malicious phishing attempts.
State-of-the-art solutions for detecting phishing attacks relied upon rule-based systems,
blacklists, machine learning, and heuristic analysis [2, 3]. Although these approaches have been
somewhat effective in detecting phishing content, they struggle to keep up with the constant
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updates and evolutions of phishing attacks. More recently, LLMs have also been used to classify
LLM-based attacks [4, 5, 6]. Despite the plethora of solutions to detect phishing content, this
attack remains very effective [1]. This problem is strongly related to the role of the victim in
this attack, which is often neglected in the design of defensive solutions. Indeed, when phishing
defensive systems identify a threat with a probability lower than a certain threshold (e.g., below
95%), they leave the user with a choice of what to do by showing a warning dialog. Even if
the models used to classify the content have high accuracy, non-technological aspects, such as
human factors [7], can lead users to ignore warnings. One such issue is the habituation effect
[8]: when a user is repeatedly exposed to the same visual stimulus, like a phishing warning,
they may eventually start to ignore its recommendations. Warning messages often contain
technical or general information that may be difficult for users to comprehend. Research has
demonstrated the significance of creating polymorphic warning interfaces in the context of
phishing, which are interfaces that alter their appearance and/or content each time they are
displayed to the user to reduce the habituation effect [9]. The second issue pertains to the
absence of clear explanations. The provision of specific explanations within warnings has been
shown to support users in making informed choices and thus reduce the risk of falling victim
to phishing [10, 11, 12]. The third problem is the distance between the different research fields
that study this attack: Al investigates classification models that perform as well as possible by
focusing on metrics such as precision and recall; on the other hand, HCI focuses on the design
of warnings and understanding of human factors, neglecting how phishing detection models
can consider such aspects, for example, how models can provide explanations and how they
can generate polymorphic content.

In an attempt to fill part of the gap in the literature, this study investigates machine learning
models capable of detecting human- or LLM-generated phishing emails. Specifically, the models
we investigated in this research are conceived as post-hoc models to be used in conjunction
with already existing phishing detection systems (e.g., Google Safe Browsing), to provide a
more powerful explanation to victims. Indeed, if these post-hoc models can establish if the
email was LLM-generated, users can be warned with a more appropriate explanation, on the
assumption that explanation is crucial in defending users against this attack. The choice of
“traditional” machine learning models over LLMs or novel larger neural networks is two-faced:
larger neural networks and LLMs are black-box models, hampering their explainability that can
only be approximated using post-hoc techniques; furthermore, larger models have a significant
requirement of computational resources and have a non-negligible impact on the environment
[13], making them a worse choice for improving an existing classifier over other green smaller
models.

We benchmarked 8 different machine learning (ML) models (i.e., random forest, SVM, XGBoost,
logistic regression, K-nearest neighbors, naive Bayes, and neural network) selected by reviewing
the literature on LLM-generated text detection [14, 15, 16, 17, 18, 19]. The ML models were
trained on a dataset comprising human-generated phishing emails [20] and LLM-generated
phishing emails, created using WormGPT LLM [21]. Additionally, we trained a neural network
on human- and LLM-generated generic text, and we then applied transfer learning by training
the models on our dataset. To empower the training process with these datasets, we meticulously
examined existing literature to identify pertinent text features utilized for distinguishing LLM-
generated text [22, 23, 24, 25, 26], as well as text generated by artificial intelligence (Al) in general



[27, 28, 29]. A comprehensive set of 30 textual features was defined and used for encoding the
datasets before the training phase.

The highest accuracy was obtained by the neural network without transfer learning (99.78%),
but good performances were obtained by SVM (99.20%) and logistic regression (99.03%). We also
compared the ML models, considering their ability to provide local explanations, i.e., their ability
to provide information on the feature(s) that mainly contributed to the classification of the
phishing email. Naive Bayes model and logistic regression excel in providing local explanations,
whereas other models such as neural networks, due to their black-box nature, necessitate
supplementation with post-hoc eXplainable Artificial Intelligence (XAI) techniques like LIME
[30] and SHAP [31]. While SHAP and LIME enable the explanation of black-box models, they
inherently offer an approximation of the true rationale behind classification decisions. Thus, a
trade-off between accuracy and quality of the explanation must be considered when choosing
the right model for this task. From our perspective, the optimal compromise lies in adopting
logistic regression.

The paper is structured as follows. Section 2 reports the background and related work on
phishing detection solutions, LLMs and their use as phishing powering tools, and research in
detecting Al-generated textual content. Section 3 describes the pipeline we used to train and
test different ML models and their comparison. In Section 4, we discuss future works and draw
conclusions.

2. Background and Related Work

2.1. Phishing Detection

Phishing is a problematic threat, as it leverages human vulnerabilities to succeed [7]. Therefore,
to effectively offer protection against phishing attacks, both technological and human defenses
should be put in place. Automated phishing detection is one of the main techniques to mitigate
the problem of phishing [32, 33], and it comprises all the techniques for automatically detecting
phishing content such as emails or websites. Generally, there are two main approaches to
protect users from phishing attacks with detection techniques: the phishing content can be
filtered to not allow it to reach the user in the first place, or the user can be warned about the
threat.

One of the most used techniques for filtering dangerous content is to block phishing websites
according to their presence on blacklists [34]. This approach allows to have very high precision
in the detection (low false positive rate) since blacklisted websites are almost certainly malicious.
The downside is that it takes time for the blacklists to be updated, and, therefore, a lot of
false negatives can still reach the user in the case of zero-day attacks [34]. On the other hand,
detection methods based on artificial intelligence (AI) are capable of also blocking unseen
attacks, substantially improving the recall in this task [2]. However, Al-based detectors are not
100% accurate [3] and can still produce false positives (i.e., genuine emails/websites classified as
phishing), which can ultimately jeopardize user productivity. Therefore, automatic filtering is
only applicable to methods that have a very low chance of producing false positives, such as
blacklists.

To ensure that the user can decide about emails or websites for which the classification is



uncertain, a common approach consists of displaying a warning dialog that alerts the user about
the possible danger [35]. This can be applied, for example, to emails or websites that have been
classified by an Al detector as “phishing” with a certain probability (e.g., in the 70-95% range).
Warnings can persuade the user to steer clear of suspicious content, but commonly employed
warnings are flawed, as they often lack explanations [10]. The lack of explanation about the
specific danger places the burden of locating phishing cues on the user, who is often not an
expert and does not possess the knowledge to make an informed decision [7]. Moreover, the
lack of explanations can demotivate the user in heeding the warning and can lower the trust
in the system [36]. Another problem with traditional warnings is that they retain the same
aspect, even under different circumstances: this can easily produce a habituation effect in the
users, who are much more likely to ignore the warning [8]. To reduce the habituation effect,
warnings should be polymorphic, i.e., change their aspect (color, shape, content, etc.) with each
interaction.

2.2. Large Language Models and LLM-powered Phishing Tools

Large Language Models (LLMs) represent one of the biggest technological advances in the
field of Natural Language Processing. Currently, most LLMs are based on the Transformer
architecture [37]; their staggering performance on human-like tasks [38] is mainly due to their
massive number of parameters and the vast amount of data on which they are trained, which
confers them the capability to identify subtle patterns in linguistic data and have access to
extensive knowledge on several domains. Some of the most relevant commercially available
LLMs are OpenAI’s ChatGPT [39] and all the GPT models [40], PaLM 2 [41] and Gemini [42]
by Google, Claude 2 [43] by Anthropic, and Meta’s Llama 2 [44].

Cybercriminals did not waste time finding malicious uses of LLMs. Indeed, AI’s impressive
capabilities in creating human-like text can help fraudsters generate phishing emails that are
more effective at deceiving users; producing convincing messages using LLMs also requires
much less time and effort than crafting emails manually. LLM-generated content appears to
possess critical properties for successful phishing attacks like convincingness, consistency,
personalization, and fluency [45]. In a study by Hazell [46], GPT-3.5 and GPT-4 were used
to produce spear-phishing emails directed to 600 British Members of Parliament, including
collecting publicly available information; results showed that LLMs could considerably facilitate
the conduction and scaling of spear-phishing attacks. A study by Sha [47] showed that GPT-
3-generated phishing emails were less effective overall than human-crafted phishing emails.
However, Heiding et al. [4] demonstrated that GPT-4 can generate the most effective phishing
attacks when humans refine the emails produced by the model. This work shows that phishing
campaigns powered by advanced LLMs like GPT-4 would be extremely advantageous for
criminals, even if conducted in a completely automatic manner.

2.3. Detecting LLM-Generated Text

A first step towards the mitigation of phishing campaigns powered by LLMs is to detect whether
an email is LLM-generated. Various efforts have been made in the literature toward this research
direction, even though detecting Al-generated text without knowing the method used for the



generation still remains very tricky. There are various types of detectors for Al-generated text
[48], but the most investigated category includes language models that are fine-tuned for the
task.

These detectors are binary classifiers trained to discriminate between Al and human-generated
content [49]. In 2019, OpenAl published GPT-2PD [50], a model based on RoBERTa [51] for
detecting content produced by GPT-2 1.5B with an accuracy of ~95%. OpenAl then published
a model for detecting generic Al-written text [52], but shut it down briefly after, as it had a
very low performance in terms of recall (26%); nonetheless, this model was even described as
significantly more reliable than the old GPT-2 detector [53]. Zellers et al. [54] proposed Grover,
a transformer-based model for news generation, which is also used to detect Al-generated text.
Using Grover itself to discriminate texts generated by Grover was indeed the most effective
approach (~90% detection accuracy). GLTR [55] is a detector that uses both BERT and GPT-2
117M for detecting Al-generated text and offering users visual support to assist them in forensic
analysis; the model itself achieved an AUC of about ~0.86, and it resulted to be effective in
improving the user’s performance in detecting Al-generated text (from 54% to 72%). Adelani
et al. [56] compared Grover [54], GTLR [55], and GPT-2PD [50] on the detection of product
reviews generated by GPT-2 fine-tuned on Amazon product reviews; the GPT-2 detector was
the best at discriminating text generated by the GPT-2 model.

Fagni et al. [57] fine-tuned a RoBERTa-based model to detect Al-generated tweets in a dataset
of deepfake tweets, obtaining an F1-score=0.896, outperforming both traditional ML models (e.g.,
bag-of-words) and complex neural network models (e.g., RNN, CNN) by a large margin. Uchendu
et al. [58] employed a RoBERTa-based approach, which outperformed baseline detectors in
spotting news articles generated by several TGMs (F1-score between ~0.85 and ~0.92). Finally,
Mitrovic et al. [59] fine-tuned a DistilBERT model and used it to detect ChatGPT-generated text,
obtaining excellent performance in a standard setting (accuracy=0.98), and decent performance
in an adversarial setting (accuracy=0.79). Moreover, SHAP (Shapley Additive exPlanations) [31]
was used to provide local explanations for specific decisions in the form of highlighting input
text tokens.

DetectGPT [49] pertains to a different category of detectors, as it is not fine-tuned on any
data for detecting LLM-generated content; in fact, it is a zero-shot detector, which uses different
statistical signatures of Al-generated content to perform the detection. DetectGPT achieved,
on average, ~0.95 AUROC in detecting content that was generated by different LLMs, across
different datasets.

Watermarking is yet another technique used for detecting LLM-generated text. These de-
tectors embed imperceptible signals in the generated medium itself so that they can later be
detected efficiently [60]. An example of such detectors was presented by Kirchenbauer et al.
[61].

All the mentioned detectors have the problem of being vulnerable to paraphrasing attacks,
since also a light paraphraser can severely affect the reliability of the models [62]. Krishna et al.
[63] proposed a retrieval-based detector, which seems to partially mitigate this vulnerability.
This approach searches a database containing sequences of text previously generated by an LLM
to detect LLM-generated content. The proposed algorithm looks for sequences that match the
input text within a certain threshold. The authors empirically tested the tool using a database of
15M generations from a fine-tuned T5-XXL model, finding that it was able to detect 80% to 97%



of paraphrased generations across different settings while only classifying 1% of human-written
sequences as Al-generated.

Another more traditional approach regards applying machine learning techniques for de-
tecting Al-generated text. This involves using linguistic features extracted from the text such
as TF-IDF (Term Frequency - Inverse Document Frequency) and bag-of-words [64] features
(e.g., [57]), but also features like readability and understandability indexes (e.g., [58]). Various
works address the problem with traditional ML models, including Naive Bayes [65], SVM [19],
Random Forest [17], XGBoost [18], multi-layer perceptron [16], and K-Nearest Neighbors [14].
In May 2019, OpenAl released a simple detector based on logistic regression that uses TF-IDF
unigram and bigram features [66] that was able to detect GPT-2-generated content with an
accuracy between 74% and 97% [50].

However, the huge number of parameters in LLMs (and other larger neural network-based
techniques) requires a vast usage of computational resources for both training and usage. As
they become more and more complex and widespread, their energy consumption and, thus, their
carbon footprint become non-negligible [67]. Green Al [13] is a new field investigating how
Al can be more environmentally friendly and inclusive. Lightweight models, e.g., traditional
machine learning models such as random forests or shallow neural networks, can, therefore,
be considered “green models” as they are a much more sustainable choice in terms of energy
consumption.

3. Detecting Phishing Attacks Generated by LLMs

As a small step towards a polymorphic explainable model for phishing detection, we focus on
detecting the author (i.e., humans or LLMs) of phishing emails using green Al models. The
following section delves into the machine learning aspects of our work, providing details into the
generation of the dataset, the training procedure, and the final results, providing a comparison
among all tested machine learning models.

3.1. Materials

An appropriate dataset is needed to train machine learning models to discriminate between
human-generated phishing emails and LLM-generated ones. With this goal in mind, we accessed
a curated collection of human-generated phishing emails [20], selecting the most recent 1000
emails from the “Nazario” and “Nigerian Fraud” collections. To complete the dataset, we
generated 1000 additional emails using an LLM. We adopted WormGPT, a version of ChatGPT
fine-tuned to comply with malicious requests [21]. To generate the emails, the following prompt
was used:

Pretend to be a hacker planning a phishing campaign. Generate 5 very detailed
phishing emails, about [topic] using Cialdini’s principle of [principle]. You have to
use fake American real names for the sender and recipient (example: John Smith).
Invent a phishing link URL for each email (example: https://refund-claim-link.com).

In the prompt, two variables have been introduced to increase the variability of the email
content. The “topic” variable determines the main message of the phishing email. The topics


https://refund-claim-link.com

that were selected and used for the generation are common topics for phishing emails: (i) Urgent
Account Verification, (ii) Financial Transaction, (iii) Prize or Lottery Winning, (iv) Fake Invoice
or Payment Request, (v) Charity Scam, (vi) Account Security, (vii) Tax Refund Scam, (viii) Job
Offer, (ix) Social Media Notification, (x) COVID-19 Related Scam, (xi) Law Breaking Activity,
(xii) War-Related Aid, and (xiii) Other random topics. The “principle” variable, instead, refers to
Cialdini’s six principles of persuasion [68], typically used in phishing emails to persuade users
to perform malicious and dangerous actions. The values used in the prompts for the Cialdini
principles were: (i) Reciprocity, (ii) Consistency, (iii) Social Proof, (iv) Authority, (v) Liking, (vi)
Scarcity, and (vii) No principle.

The final dataset instances are labeled as either positive for LLM-generated content or negative
for human-generated content. The dataset of raw emails is publicly available in a Kaggle dataset’.
Since, as it will be better described in Section 3.2, we focus on machine learning models, we
further process the dataset to extract features for the training phase. Referring to the literature,
we extracted a total of 30 features [29]. Details on the features are available in the appendix
(Table 2).

3.2. Methods

The overarching goal of our efforts is to provide an explainable green model for the discrimina-
tion of human-generated and LLM-generated phishing emails. For this reason, we used smaller
classical machine learning models based on features rather than LLMs. To choose the best
models for this task, we first analyzed the available literature. Most of the similar works focus
on the following models: random forests [17], Support Vector Machines (SVM) [19], XGBoosting
[18], Logistic Regression [66], K-Nearest Neighbors (KNN) [14], Naive Bayes [65], and Neural
Network [16]. To further expand the models’ list, we also pre-trained the Neural Network on a
dataset of various (not necessarily in the phishing context) emails written by either humans or
LLM, and then fine-tuned it using our dataset.

Although these models are not always fully explainable by default, they are smaller and
require fewer resources than bigger neural networks or transformer-based models [13]. To
ensure consistent results, all models were implemented using Python, and the training phase
was executed on a single machine. Furthermore, all models underwent a hyper-parameter
selection phase to maximize the performances of each model for their comparison. The final
parameters are available in the appendix (Table 3).

3.3. Experimental Results

The training phase for each model was executed on a single machine powered by a 13-
generation Intel i7 processor and equipped with 16 GB of RAM. For these experiments, the
use of a GPU was not required. To evaluate the proposed methods, we employed a stratified
repeated 10-fold cross-validation. In other words, each fold contained roughly the same amount
of positive and negative instances. For the neural network, we used the binary-cross entropy
loss function, defined as:

'https://www.kaggle.com/datasets/francescogreco97/human-1lm-generated-phishing-legitimate-emails
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H(y,p) = — (ylogp + (1 — y)log(1 — p)) (1)

where y is the ground truth label, while p is the model output for an individual observation.
Cross-entropy was minimized using the Adam optimizer and a fixed learning rate (whose value
was optimized in the hyper-parameter selection phase).

We computed the accuracy as the performance metric, defined as the proportion of correctly
classified instances (both true positive and true negatives) in the selected sample. Table 1
shows the average results of the repeated stratified 10-fold cross-validation for each model. The
distribution of the accuracy is better represented in Figure 1.

Table 1
Average accuracy throughout the repeated 10-fold cross-validation
Random Logistic Naive NN Neural
SVM  XGBoost gIst KNN (Transfer
Forest Regression Bayes . Network
Learning)
Average 98.16% 99.20% 97.50% 99.03% 97.67% 94.10% 99.06% 99.78%
Star}de%rd 0.0103 0.0057 0.0108 0.0055 0.0105  0.0165 0.0062 0.0034
Deviation

By analyzing the results reported in Table 1, we can see that the Neural Network model
seems to be the best-performing model, although the gain in accuracy is only 0.58% over the
second-best model, SVMs. Among the better-performing models is logistic regression, which
has an accuracy of 99.03%.

To better analyze the differences in performances of the various models, we performed a
paired t-test for each model pair. The statistical test aims to understand whether one can reject
the null hypotheses of the differences in the means being due only to chance. If the p-value
was found to be less than 0.05, we calculated the effect size using Cohen’s d score [69]. Since
this score ranges from 0 to 1, to facilitate its interpretation, we categorized the effect sizes into
three distinct levels: insignificant for values below 0.2, low for values ranging from 0.2 to 0.5,
medium for values between 0.51 and 0.8, and high for values between 0.81 and 1. To facilitate
the analysis of all these comparisons, in Figure 2 we depicted a matrix where each cell reports
the p-value resulting from the comparison between the model specified in the related column
and the model specified in the related cell. Furthermore, each cell is color-coded to represent
the Cohen’s d level: orange for high, yellow for medium, and green for low levels of effect size,
while the cell has no color in case of insignificant values. In Figure 2 we can see that almost all
differences in model accuracies are statistically relevant, except for the difference between KNN
and XGBoost and the one between Logistic Regression and Neural Network (with Transfer
Learning).

While the models investigated in our study demonstrate high performance, comparable even
to the less interpretable and less green LLMs [13], it remains paramount to provide users with
explanations regarding the malicious nature of content to defend against phishing attacks. For
these reasons, our study also focuses on informing users whether an email originates from an
Al source or not, detailing which aspect or feature of the text triggered suspicion, leading the
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Figure 1: Box plot of the accuracy of each model for each cross-validation fold

defense system to classify it as human-written or Al-written. In line with other studies [12], the
final goal is to warn users about phishing attacks with a warning dialog, as the one reported in
Figure 3, which includes a message explaining that the email opened may have been generated
by an Al

Technically, this entails the ML model providing a local explanation, pinpointing the most
influential feature among the 30 considered in the classification process for the classified email.
Therefore, determining the best model for this task necessitates an analysis of each model’s
explanation capabilities. While models like logistic regression and K-nearest neighbors (KNN)
are inherently explainable, the other models considered in this study require post-hoc models
such as LIME or SHAP to provide explanations; however, in the case of the black-box models,
the selected feature is an approximation of the one selected by the model, thus can be wrong and
thus less effective in the explanation phase. Given logistic regression’s innate ability to provide
transparent explanations, together with its exceptional classification performance demonstrated
in this study - virtually on a par with the best-performing neural networks - we argue that
logistic regression is the most appropriate choice for detecting emails generated by LLMs, while
providing essential explanations to users.



k-nearest_neighbors - 4.5e-36 le-25

High
logistic_regression . 6e-13 9
naive_bayes - == 1) 5.1e-56  8.9e-51  9.9e-48
neural_network - 4 el sish bRl 4.2e-28
- Medium
neural_network_transfer le-25 .

random_forest 6e-13 9.9e-48  4.2e-28

support_vector_machine
Low

xgboost - 5.1e-:36  4.2e-38 2.8e-08

ghbors -
yes
xgboost -

random_forest -

naive_ba
neural_network

logistic_regression
rt_vector_machine

k-nearest_nei

neural_network_transfer

Suppol

Figure 2: Heatmap showing the results of the paired t-test. Only statistically relevant differences are
represented. The text in each cell is the computed p-value of the paired t-test. The color is used to
represent the strength of the relationship, computed using Cohen’s d.

4. Conclusion and Future Work

In this study, we analyzed different ML models for classifying emails as written by a human or
using an LLM in the context of phishing. Detecting Al-generated emails can help mitigate the
threat of phishing campaigns powered by LLMs, as these tools can produce convincing phishing
emails in a fraction of the time it would otherwise take cybercriminals to create them manually.
Therefore, we analyzed different ML models, which can be trained and used with less impact
on the environment compared to LLMs.

Our experiments yielded interesting results: ML models were able to achieve accuracies
above 90% in the task of classifying the author of the emails, in line with other works in the
literature in other application domains (e.g., [54, 59, 49]). Considering the statistical relevance
of the differences, the three best models (with an accuracy of over 99%) resulted to be Neural
Networks, SVMs, and Logistic Regression (or Neural Networks with transfer learning). Although
statistically relevant, the differences between the performances of the three models were only



Deceptive Site

There is evidence that www.peypal.com may be a fraudulent site. It is attempting to steal your information
(passwords, messages or credit cards informations). The next box explains why it can be a fraud.

Content generated by Artificial Intelligence software

The email text seems to be written by an artificial intelligence because the average word length is
in line with what Al systems would write. This might happen when an email tries to take you to open
a fraudulent website. Your private information is at risk.

Advanced

Back to safety

Figure 3: Example of warning dialogs used to warn users about a phishing attack; the warning includes
an explanation that the email they opened may have been generated by an Al.

0.58% and 0.17%, respectively. However, neural networks are heavier to compute [13] and are
difficult to explain [70]. Similarly, SVMs may also be difficult to interpret [71]. On the other
hand, Logistic Regression is a simple white-box model and provides an easy way to interpret
their results [72]. Having a transparent model allows us to interpret the model in terms of
which features were more or less important in classifying a particular email as LLM-generated
or not. This allows not only to use warning dialogs to warn the user when an email is classified
as generated by an LLM, but also to provide an explanation. Explanations have the advantage of
increasing the user’s motivation to heed the warning dialog and their trust in the system [36].
Furthermore, using warning dialogs with explanations that change depending on the specific
context, enhances the effectiveness of the warnings, as they reduce the user’s habituation to
seeing the same warning under different circumstances [73, 9]. However, to obtain warnings
with these benefits, users must first understand the reported explanations [7]; therefore, if
the explanations are based on reporting which features were most relevant in the ML model’s
decision, we must be able to effectively describe to the user what those features are. This means
that not every feature of our feature set is adequate for constituting a good explanation for a
naive user, as it may be overly technical.

Several future works are planned to extend and improve this research. First, we want to
explore multi-class models that can detect phishing emails in general and determine whether
the text is human-generated or not; unlike the post-hoc approaches proposed in this paper,
multi-class models can be used as a stand-alone solution, useful in a scenario where post-hoc is
not sufficient. Second, a user study is needed to determine which of the 30 features identified
in our research can be explained to users, even without technical knowledge. Third, we aim



to benchmark our ML models in an adversarial setting, i.e., using paraphrasing attacks that
introduce slight modifications in the LLM-generated emails, as even a light paraphraser can
drastically decrease the effectiveness of detector tools [62]. Furthermore, it is also possible to
extend the dataset, understanding whether the additional features, alongside others, can be
used to detect phishing emails and their author using green and explainable machine learning
models. Future studies may investigate if the slight loss of accuracy of simpler white-box models
impacts the usefulness of the classifier through user studies and the inclusion of additional AI
metrics (e.g., F1-score, precision, and recall). Finally, end-user development techniques will be
explored to support the adaptation of the Al model and user interface to different contexts, with
the aim of making the overall solution more tailored to specific needs [74, 75, 76].
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A. Appendix

Table 2

List of features
Feature name Reference paper(s)
average_word_length [27, 25]
pos_tag_frequency [27, 77, 25]
uppercase_frequency [27, 25]
average_sentence_length [27,77]
function_words_frequency [27]
flesch_reading_ease [27, 25]
type_token_ratio [77]
dependency_types [77]
emotions [77]
named_entity_count [28, 25]
common_words [28]
stop_words [28]
bigram [28]
trigram [28]
lack_of_purpose [28]
word_distribution_zipf_law_slope [26]
word_distribution_zipf_law_r_squared  [26]
word_distribution_zipf_law_cost [26]
consistency_phrasal_verbs [26]
text_diversity_yulek [29]
text_diversity_simpsond [29]
text_diversity_honorer [29]
text_diversity_sichels [29]
coherence_1 [23]
coherence_2 [27, 28]
constituent_lengths [77]
constituent_types [77]
coreference_resolution [26]
lexical_diversity [28]




Table 3

Models’ parameters and architectures, reported as provided by SciKit-Learn and TensorFlow. Information
about trainable (T) or non-trainable (NT) layers are provided for transfer learning.

Model

Parameters

Random Forest

criterion="log_loss’, max_depth=7, max_features=‘log2’,
min_samples_leaf=1, min_samples_split=2, n_estimators=10,
random_state=42

SVM

C=5, degree=1, gamma=0.01, kernel="poly’, random_state=42

XGBoosting

booster="gbtree’, eta=0.01, gamma=0, max_depth=3,
min_child_weight=1, random_state=42

Logistic Regression

C=100, penalty=‘12’,  solver="newton-cholesky’,  ran-
dom_state=42

K-Nearest Neighbors

leaf_size=1, n_neighbors=1, p=1

Gaussian Naive Bayes

var_smoothing=3.5111917342151277e-08

Neural Network

dense_3_input | input: | [(None, 122)]

InputLayer output: | [(None, 122)]

l

dense 3 | input: | (None, 122)

Dense | output: | (None, 122)

|

dense 4 | input: | (None, 122)

Dense | output: [ (None, 32)

,

dense 5 | input: | (None, 32)

Dense | output: [ (None, 1)

NN (Transfer Learning)

dense_3_input | input: | [(None, 122)]

InputLayer | output: | [(None, 122)]

.

dense 3 | input: | (None, 122)

T
Dense | output: | (None, 122)
dense 4 | input: | (None, 122)
NT
Dense | output: | (None, 32)
dense 5 | input: | (None, 32)
NT
Dense | output: | (None, 1)
units2 0 | input: | (None, 1)
Dense | output: | (None, 32)
T last input: | (None, 32)

Dense | output: | (None, 1)
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